1 Network Sandbox Setup:

Setting up an internal network in VirtualBox allows multiple virtual machines (VMs) to communicate with each
other while being isolated from the external network. This exercise is a great way to practice and understand
network concepts, security, and troubleshooting.

Steps:

1. Set up the Environment:
e Open your network simulator or virtualization software.
2. Create Virtual Machines (VMs):
e Set up at least two VMs. You can use any Linux distribution (e.g., Ubuntu) and Windows
¢ Assign the following configurations:
e VM1: IP Address: 192.168.1.10, Subnet Mask: 255.255.255.0
e VM2: IP Address: 192.168.1.20, Subnet Mask: 255.255.255.0
3. Configure Networking:
e Connect both VMs to a virtual switch or directly to each other, depending on your
simulator.
e Ensure both VMs are in the same network (subnet).
4. Test Connectivity:
e Open a terminal in VM2 and ping VM1
e ping 192.168.1.10
e Check if you receive replies.
5. Experiment with Network Configurations:
e Change the IP address of VM2 to 192.168.2.20 (same subnet mask) and try to ping
again.
e Notice that the ping fails. Discuss why this happens.

2 Basic Client-Server Setup

Create a simple network environment with a single server and a client. The server will host a web
service, and the client will access this service. Ensure that only the server and the client in the
Sandbox environment can communicate to each other and there is no external connection to the host
machine.

1. Set Up a Basic Web Server:
¢ Install a web server (like Apache or Nginx) on one of the VMs.
o Access the web server from the other VM using the web browser or curl.
e Check if the web server is accessible by other network like the Host Machine. Why do
you think this is happening?

3 The Future of Sandboxing

Many consider sandboxing the best method for detecting hidden and previously unknown threats
making it a vital component of security protocols for businesses. However, is it truly indispensable?
Can it still effectively prevent zero-day exploits and stealth attacks? As businesses evolve, they must
weigh the benefits of sandboxing against the need for flexibility and speed in their security strategies.
Are there alternative solutions that might better serve agile environments, or can sandboxing adapt to
meet these demands?



