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Introduction

This document tries to explore the elements of Deep Packet Inspection (DPI)
and Transport Layer Security (TLS) certificates in the use of managing and
controlling websites access. With our slides shows document together, we will
present how these two technologies work together to enhance security, enable
traffic management, and enforce policies. Meanwhile, we also discuss their
implications for privacy and ethical considerations.

Importance of Website Access Control

For an enterprise or organization, web access control is critical to maintain
information security and proper user management. Also, web access control
Is a big part of audit and accountability. For performance consideration, limit
access to certain websites is necessary.

2. What is Deep Packet Inspection (DPI)

DPI is a network packet filtering method that examines the payload in data
packets when they pass through a network. Unlike traditional packet
inspection, which typically only looks at header information (such as source
and destination IP addresses), DPI analyzes the entire packet, getting more
detailed monitoring and management of network traffic.

DPI is used widely in Network security, traffic management and compliance
monitoring so on.



3. An Overview of TLS Certificates

Transport Layer Security (TLS) is a cryptographic protocol designed to
provide secure communication over a computer network. It secures data
transition between applications, such as web browsers and servers. TLS
replaced old SSL protocol and is widely used nowadays to secure internet
traffic. TLS1.3 is the most current version used by major browsers and
operating systems.

TLS use Public Key Infrastructure, install the Certificate Authority signed
Certificate on the server, after key exchange with client, build a secure
connection, establish a secure communication.

The detail as the following picture

How TLS 1.3 handshake
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TLS is a critical component of modern internet security, providing essential
protections for data in transit. Its widespread adoption helps ensure safe and
secure online interactions, making it a fundamental technology for both
businesses and users.

There are three types of TLS certificates which issued by Certificate
Authorities, Domain Validation (DV) , Organization Validation
(OV) and Extended Validation (EV).Also Self-Signed Certificates is
generated by the user or organization.


https://docs.digicert.com/manage-certificates/organization-domain-management/domain-validation/?utm_medium=organic&utm_source=google&referrer=https://www.google.com/
https://docs.digicert.com/manage-certificates/organization-domain-management/organization-validation/?utm_medium=organic&utm_source=google&referrer=https://www.google.com/
https://docs.digicert.com/manage-certificates/organization-domain-management/organization-validation/?utm_medium=organic&utm_source=google&referrer=https://www.google.com/
https://www.digicert.com/secure-site-pro-ssl/

4. The Relationship Between DPI and TLS

Depending on whether DPI devices checking of a server's inbound
connections (in ISPs or governments control) or DPI checking of clients'
outbound connections (in enterprises’ network).

When inspects outbound TLS from clients to random servers on the Internet,
the DPI device will proxy the TLS connection on behalf of the client, again
creating two separate TLS sessions (client<->DPI and DPI<->server).

Once the DPI device receives the TLS certificate from the server, it performs
its own certificate validity check, verifying that the certificate is trusted by its
own list of root Cas. This requires the network administrator has the authority
to install own root Cas on clients’ machines, so normally, happens in
enterprise environment.

When do DPI device is checking on inbound traffic to server, the certificate
and private key are installed on the DPI device. The device can then inspect
the traffic by virtue of having the private key. The restriction is that the DPI
device must support the TLS version and cipher suite selected by the
client/server. An alternative to this kind of passive inspection is to terminate
the TLS traffic on the DPI device so that there are two separate TLS
connections (client<->DPI and DPI<->server), This kind of DPI happens
more on ISPs.

In both kinds of DPI methods, Client does not see any difference between a
TLS connection with DPI inspection and an un-inspected connection directly
to the server, so there will be no browser warning.



5. The Benefits of Controlling Website Access Using DPI and TLS

Using DPI with TLS inspection can enhance access control and security in the
following fields:

Identification and Restriction: DPI can recognize specific applications,
protocols, or data patterns, while TLS inspection ensures these adhere to
security standards.

Policy Enforcement: DPI and TLS together enable enforcing organizational
policies on network access, blocking traffic that does not comply with

security protocols or organizational policies. For ISPs, blocking certain web
access could optimize the overall performance.

Against Cyber Threats: Malicious sites, phishing, or malware which attempt
to disguise as HTTPS sites can be identified and blocked.

6. Ethical and Legal Considerations of DPI

DPI upgraded the abilities of network monitoring and control, but it also raises
significant ethical and legal considerations.

First are privacy concerns, DPI inspects not only the header of packets but
also the actual data in traffic. This level of inspection means DPI can
potentially read personal data, sensitive information, and even private
communications.

Then Ethical concerns arise if users are not informed about the extent to which
their traffic is being monitored.



With above mentioned concerns, DPI also might have confliction with
Communications Privacy Laws and data privacy laws in some countries and
areas. If DPI is misused, can significantly impact speech freedom.

To Balance the DPI benefit for Security between Ethic and privacy, enterprise
should set clear scope of DPI inspection, also engage policy transparency and
user education.

Future Trends in DPIl and TLS

DPI has been acted as a strategic technology for network operators, from
embedded DPI technology to virtual DPI to hardware-based DPI solutions as
well as solutions designed for service providers or enterprises.

With the developing in computing technology, | believe Al and Machine
Learning will play more important in DPI.

By monitoring meta data instead of content itself, Privacy-Preserving DPI has
vast potential for future development.

. Conclusion

This document is an auxiliary file for our group project of “Deep Packet
Inspection and TLS Certificates for Controlling Website Access”. We try to
use this document to help the understand of DPI, and the relation with TLS.
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