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What is Privacy Preserving Cryptography?

Privacy Preserving Cryptography, or PPC, 
refers to the cryptographic methods that 
allows data to be shared and processed 
without revealing sensitive information to 
other unauthorized parties. The general 
concept of PPC lies in being able to use data 
or information without full, unauthorized 
access to the original data. 
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In order to achieve this, PPC employs a 
number of techniques, that will be explored 
further,  that share its goal, but reach this 
goal in different ways.

https://unsplash.com/photos/brown-brick-wall-with-hole-__e2djIWSXk?utm_content=creditShareLink&utm_medium=referral&utm_source=unsplash


PPC Techniques
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⦁ Zero-Knowledge Proofs (ZKP)

⦁ Homomorphic Encryption

⦁ Secure Multi-Party Computation (MPC)

⦁ Differential Privacy

⦁ Anonymous Credentials and Commitment Schemes

Image Source

https://unsplash.com/illustrations/brain-being-examined-with-a-magnifying-glass-OMjsBlTCDjc?utm_content=creditShareLink&utm_medium=referral&utm_source=unsplash


Zero-Knowledge Proofs (ZKP)
• Cryptographic method used to prove knowledge about a piece of data, without 

revealing the data itself.

• First appeared in the 1985 paper “The knowledge complexity of interactive proof 

systems [GMR85]” 

• Zero-knowledge proofs must satisfy three properties:

• Completeness:  if the statement is true, an honest verifier will be convinced by 

an honest prover.

• Soundness: if the statement is false, no dishonest prover can convince the 

honest verifier. The proof systems are truthful and do not allow cheating.

• Zero-Knowledge: if the statement is true, no verifier learns anything other than 

the fact that the statement is true
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http://users.cms.caltech.edu/~vidick/teaching/101_crypto/GMR85_ZeroKnowledge.pdf
http://users.cms.caltech.edu/~vidick/teaching/101_crypto/GMR85_ZeroKnowledge.pdf


Zero-Knowledge Proofs (ZKP)
Example: The Magic Door Puzzle (Classic Example)

• Alice knows the secret word that opens a magic door 

inside a cave. Bob wants to be sure she knows it, but 

Alice doesn’t want to tell him the word.

• The cave has two tunnels, A and B, connected by 

the magic door.

• Alice walks into the cave while Bob waits outside. 

Bob doesn’t know which tunnel she took.

• Bob then asks her to come out through A or B.

• If Alice knows the word, she can open the door and 

come out wherever Bob asks.

• If she doesn’t, she can only guess—and will 

eventually get caught. 5

Figure: Magic Gate Example (Source) 

https://en.wikipedia.org/wiki/Zero-knowledge_proof#/media/File:Zkip_alibaba1.png


XKCDon’t

In this comic, Alice wants to prove 
she knows the secret password to 

open a magic door. To prove it, she 
says the password aloud and opens 

the door. While this shows she 
knows the secret, it also reveals it 

to Bob. Therefore, it’s not a 
zero-knowledge proof because the 

secret itself is exposed during the 
demonstration.
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XKCDo
This comic demonstrates 
zero-knowledge proofs with a 
cave. The prover claims to have a 
password that unlocks a magical 
door. The verifier randomly asks if 
they want to exit left or right. If 
the prover succeeds repeatedly, 
they are likely to know the 
password but not reveal it. It’s 
proof through consistency, not 
disclosure, humorously compared 
to modern dating.
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Homomorphic Encryption
Homomorphic encryption is a cryptographic method that allows computations, 
calculations and analytics to be performed on encrypted data without having to 
decrypt it first.

This means that data can then be shared with third parties in various industries 
who need to run the data through various algorithms, analyze or otherwise 
manipulate the data, without sharing the contents of the data. 

For example, doing addition or multiplication on values inside a locked box and 
when the box is opened, the result is still correct.
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This is the traditional encryption method, where to apply 
analytics, the data must first be decrypted, then the 
analytics are applied, then re-encrypted.

This image shows homomorphic encryption in action - 
the data does not need to be decrypted before any 
calculations can be performed. The data remains 
protected.

Traditional Encryption vs. Homomorphic Encryption

Source

https://www.statcan.gc.ca/en/data-science/network/homomorphic-encryption


XKCDon’t
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Here, we have Eve opening a 
present, even though she 
doesn’t need to know what’s in 
it to add the ribbons, the 
additional computations in this 
case. 

Eve is very nosy.

All comic images generated by AI



XKCDo
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But here, even though Eve is still nosy, 
she cannot open open the present. 
Homomorphic encryption has been 
applied, and the present is essentially 
encrypted and cannot be opened. 

The lesson here is to always encrypt 
your gift before handing them to 
potentially nosy people like Eve.

All comic images generated by AI



Secure Multi-Party Computation (MPC)
Sometimes called Secure Multi-Party 
Computation (SMPC), MPC is a cryptographic and 
mathematical concept that ensures that 
everyone in a function is able to keep their raw 
data unknown to other parties of the group. 

The computation that makes up this technique 
mandates that parties first protect their raw data 
through a method like encryption before then 
submitting them as input for the MPC function to 
be combined with that of other parties. While 
the output is known and glaring for the group, 
that value cannot be used to trace back the 
original unencrypted input. 
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Secure Multi-Party Computation (MPC)
Imagine that three coworkers Alice, Bob, and 
Cynthia, want to know their average hourly wage 
but don’t want to share their own salary with each 
other. 

First, they break their wage into four amounts that 
add up to their hourly earnings. Next, they keep one 
of those figures, and share one each with the other 
coworkers along with a trusted third party. Now, 
each party calculates the average of the numbers 
they received. Finally, these averages are then 
shared and summed to provide the average hourly 
wage. While they all know the average, they don’t 
know each other’s individual earnings.

While this example uses a relatively simple additive 
secret-sharing technique, you can explore a more 
advanced mathematical example here. 13

Image Source

https://eprint.iacr.org/2017/1234.pdf
https://unsplash.com/photos/gray-and-black-electronic-device-4bR3rqvj2oM?utm_content=creditShareLink&utm_medium=referral&utm_source=unsplash


XKCDon’t

Here, Bob unknowingly uses a social 
engineering technique to try and guess 
Shannon’s age, knowing fully well that 

neither he or the rest of the group can have 
any direct details about the group’s ages. 

Shannon should keep information about her 
age secure regardless of how cute Bob finds 

her.
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XKCDo

Here, we see that the evaluator was able 
to calculate the group’s age average with 
only bits of the information provided by 
the group. We also see that the output 

(9.6) does not in any way reveal anyone’s 
actual age. This is a simple illustration of 

what MPC seeks to achieve.

Place priority on the security of the data 
rather than the goal. Be like Apple. 

Protect until the end!

15All comic images generated by AI



Differential Privacy
• Differential Privacy (DP) establishes a mathematical framework which 

enables protection of personal information when data undergoes 

analysis or sharing. It ensures that the output of a data analysis or 

algorithm does not reveal sensitive information about any single 

individual, even if an attacker has additional background knowledge.

• Provides measurable privacy guarantees using noise addition.

• Recognized by NIST (2025) as the most effective privacy-preserving 

framework.
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How Differential Privacy Works

A database containing individual medical information exists as an example: 
Differential Privacy ensures that the results of any analysis will stay identical 

regardless of whether your data is analyzed or not.

The data remains anonymous so no one can determine if your information 

exists within the dataset.

The implementation of differential privacy requires researchers to add 

particular random noise measurements to the data:

1. The data itself (local differential privacy), or

2. The outputs of queries (global differential privacy).
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• The system introduces a small random “fuzziness” to the exact number 

when an analyst requests the average age of people in the dataset.

• The noise level becomes so high that individual data points disappear 

from view yet the system can still extract meaningful information from 

the complete dataset.
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Example of DP

Images generated by AI



Applications of Differential Privacy
• Census & Government Stats : U.S. Census 2020, economic & population 

data.

• Tech Companies : Apple (iOS/macOS analytics), Google (Chrome, 

RAPPOR).

• Healthcare: Sharing medical data for research safely.

• Location Services: Traffic, ride-sharing, city planning with GPS data.

• AI & Machine Learning : Training models (DP-SGD) on sensitive data.

• Finance : Analyzing transactions without exposing individuals.

• Social Media: Studying user behavior while protecting identities. 
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XKCDon’t

In this version, Analyst Ahmed asks for 
the group’s average age. The system 
provides both the total average age 
and shows the precise age of each 
individual. The system enables simple 
identification of people through the 
example of Tarun who is the youngest 
member. The comic demonstrates that 
revealing unprocessed data results in 
privacy issues because it reveals 
sensitive information which needs to 
remain protected. 
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XKCDo
The system responds to Ahmed's inquiry 
through differential privacy. Instead of showing 
individual ages, it only provides an approximate 
average (with noise added). Ahmed still learns 
the useful trend but without anyone’s personal 
information being revealed. The method shows 
how differential privacy achieves both data 
protection and information access. 
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Anonymous Credentials and Commitment Schemes
Anonymous credentials & commitment schemes are 

powerful cryptographic tools that allows users to prove 

attributes about themselves without giving away any 

extra or unnecessary information. Users can verify 

certain rights while keeping their identity a secret and 

hence remain anonymous. A major building block to 

this is commitment schemes, they work like a digital 

promise. The user locks in a value such that it cannot 

be changed, but it remains a secret until revealed. The 

user basically commits to a value. Together, these tools 

have helped us design systems that preserve our 

privacy. They are the backbone of today's modern 

applications where trust and privacy coexist.
22
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https://www.deviantart.com/anondesign/art/Anonymous-Logo-with-Slogan-Perfect-Symmetry-408650529


The second attribute to focus on is how they enable 
privacy and security to exist together in a way that makes 
sense and is pragmatic. It also enforces accountability and 
correctness, so that while the users remain anonymous, 
the system can still guarantee that their actions are 
accurate. Selective disclosure plays a major role here, only 
information that is required is shared, while all other 
information remains a secret. 

This balance grants users control over their data, making it 
possible for them to engage with digital systems securely 
without constantly oversharing. Since concerns regarding 
privacy are increasing, anonymous credentials are 
becoming more and more important to create systems 
that users can trust for privacy.
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Anonymous Credentials and Commitment Schemes

Image Source

https://wallpapers.com/png/anonymous-figure-png-qpc12-39zukfwkhxpra72g.html


XKCDon’t
In this comic, Alice tries to join a gaming 
tournament. The verifier asks for proof of age 
that she’s over 18. Instead of showing only 
that, Alice dumps way too much information, 
such as her full ID, social security number, 
even a list of her favorite snacks. The verifier 
is caught off guard, since none of the extra 
details were actually needed. It might be 
funny but focuses on a very important point - 
we often overshare, way more than 
necessary. The message is simple, only share 
what’s absolutely necessary, because giving 
away more can be awkward at best and 
unsafe at worst.

All comic images generated by AI 24



XKCDo
In this comic, it's the same scenario as the 
last one, Alice once again wants to enter the 
gaming tournament, but this time she 
handles it differently. Instead of dumping all 
her personal details, she just proves that 
she’s over 18 while keeping her identity a 
secret. The verifier is verifies her as it was 
exactly what was needed. The takeaway is 
simple: You can prove what’s needed without 
giving away your whole identity.

25
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Why is Privacy Preserving Cryptography Important?
Secures Personal Data: Safeguards private, economic or health details.

Ensure Trust: Encourages faith in the digital platform by guaranteeing privacy 
rights of the products.

Prevents Misuse: Protects against the threats of profiling, watching and data 
selling.

Enables Compliance: Complies with current policy industry regulations 
(GDPR, HIPAA, etc.).

Future-Proof Security: Implies that modern systems can carry out new 
functions and provide answers to challenging problems while retaining 
anonymity and confidentiality.
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Challenges of Privacy Preserving Cryptography 
Sometimes, even the best mathematical computations can be found to have some 
flaws, either in their design or application. Below are a few challenges facing the 
adoption of PPC as a whole:

Performance and Scalability: computational overhead makes it quite challenging to 
scale effectively especially for situations where the use of large datasets are needed.
 
Implementation Issues: though algorithms thrive better with constant updates and 
fixes, a bug-infested implementation does expose the software to vulnerabilities.

Key Management Risk: In most cases, keys may just be as sensitive as the information 
they’re used to secure and protect, so poor key management practices make the entire 
system vulnerable to security breaches. 
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Challenges of Privacy Preserving Cryptography (Cont’d) 
Multi-Company Data Exchange: The complexity required to process varying data 
between companies can complicate the design and deployment of 
privacy-preserving solutions. 

Decryption in Servers: In many applications, data must be decrypted for 
server-side processing, creating a window of vulnerability where the data is 
exposed to threats on the third-party server, according to ScienceDirect. 

Quantum Computing: Though a quality of PPC is that it’s quantum safe, the 
advancement of powerful quantum computers could still threaten to break even 
the most powerful cryptography algorithms.

System Integration Complexity: Assimilating advanced privacy-preserving 
cryptographic tools into large-scale, real-world operations poses a complex 
technical problem.
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Conclusion
Privacy transcends companies, it’s woven into 
data and information, and from storage, to 
access, to usage, and to the general application of 
data/information, people are at its heart. Privacy 
continues to be a tricky subject to truly manage, 
and Privacy Preserving Cryptography is only one 
of the steps to having privacy truly be private. 
With its many faces (techniques), as well as its 
privacy preserving makeup, PPC is another proof 
that cryptographic applications and its evolutions 
are great choices for cybersecurity and privacy as 
a whole. There’s a lot of hope yet for individuals 
and companies moving closer to secure systems 
and practices that foster efficient privacy and 
security. 
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